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Uncanny Commodities: Policy and Compliance
Implications for the Trade in Debt and Health Data
Mary FE.Ebeling,PhD[
PART I: INTRODUCTION
For more than five years, I have been haunted by a phantom. Like many
ephemeral specters, my phantom doesn't have a body, but it is physical
nonetheless. It doesn't have a voice, but it speaks just the same, and though
it is a complete stranger to me, my specter is uncannily familiar; it is
intimately connected to my body, my health, and my life. This phantom is
my kin, my descendent; it is my data revenant. A ghostly creature whose
body is constructed from my health and consumer data that lives on my credit
cards, in the opaque information that comprises my credit score, on my web
browsers and countless other digital crumb trails that I have left over the
years. My data revenant was born from a brief pregnancy that eventually
resulted in a miscarriage, and regardless of my loss of this early pregnancy,
and the trauma that ensued from that loss, my data revenant continued to live
and thrive for years.
Made by witchy marketing midwives who used purloined data about my
health, gleaned from a variety of online and offline sources, the data revenant
was sent to make inferences about the most intimate details of my life, such
as the transactional records from the credit card that I used to pay for the
several rounds of in vitro fertilization ("IVF"). The data was collected from
all of the swipes of my customer "loyalty" card used at my local retail
pharmacy when I purchased ovulation prediction kits, prenatal vitamins, or

*This Article is based on a conference paper presented at the Beazley Institute for Health
Law and Policy, School of Law, Loyola University, Chicago in November 2017. The
conference paper, or this article, would not have materialized without the initial suggestion
of Rose Corrigan (Drexel University Thomas R. Klein School of Law) for my participation
in the conference on health data. I wrote this article during my time as a regional faculty
fellow at the Wolf Humanities Center (WHC) at the University of Pennsylvania. Though I
cannot list here all 20 of my colleagues at the Afterlives seminar who read a draft of this
article, and whose feedback only made this article stronger, I would like to specifically
acknowledge my respondent S. Pearl Brilmyer, topic director Emily Wilson, and WHC
outgoing director James English for their support. The article, moreover, has been greatly
improved by the hard work and diligence of the editors of the Annals of Health Law, and in
particular, by the guidance and sharp eye of Christine Bulgozdi. Any remaining mistakes or
oversights are all mine.
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my prescriptions for fertility drugs which were essential to IVF. The data
was collected from information about each time I went online to search for
more information about early pregnancy, or every time I clicked on and read
posts made by other women on social media sites about infertility or shared
tips with other IVF patients. These data were tossed in the marketers' digital
cauldron that with other consumer and financial data to create a new life
enlivened by marketing inferences driven by proprietary algorithms.0
Since that cold winter day that I lost my fleshy child in 2011, my marketing
baby, the baby brought to life by marketing and algorithms, continues to
haunt me. How do I know this? I have watched my data revenant baby grow
up through the stream of target marketing that flows to my inbox years after
my miscarriage: through direct mail, online advertisements and unsolicited
phone calls that offer discounts on baby things like diapers, baby furniture,
portrait photography and formula. In fact, over the years I have been able to
trace the growth of my marketing baby as it grew up through its infancy,
through its toddlerhood and now, my marketing baby is in kindergartenD
As a sociologist who studies how pharmaceutical advertisers use patient
and consumer data to market directly to consumers, I already had some of the
skills and knowledge of the marketing industry to investigate the origins of
my data revenant-that, in my case, took on the form of a "baby" born alive
and well according to the direct marketing I received. I was intent on coming
face-to-face with my marketing baby's creators to understand how it was
born, and to learn which places it visited before it came to haunt my doorstep
as a sociologist-and an aggrieved mother. My investigation resulted in an
ethnographic noir, Healthcare and Big Data, a book that examined how
private medical data produced through a patient's electronic health record
("EHR") or prescription information, which, once subject to the privacy and
security regulations promulgated pursuant to the Health Insurance Portability
and Accountability Act ("HIPAA"), 0 and amended by the Health Information
and Technology for Economic and Clinical Health Act ("HITECH"),g are

1.
See generally, Mary F.E. Ebeling, HEALTHCARE AND BIG DATA: DIGITAL SPECTERS
AND PHANTOM OBJECTS 7-17 (Palgrave Macmillan ed., Springer Nature, 2016)

(investigating how target marketers were able to access information about a brief pregnancy
in order to market as if there had been a healthy, uncomplicated pregnancy and live birth).
The investigation's focus is on information brokers, such as Acxiom Corp., who trade in
consumer data, and the techniques they use to re-identify consumers from massive,
aggregated datasets by drilling down the data to individuals for targeted marketing. Id.
2. Id. at 8.
3. Health Insurance Portability and Accountability Act of 1996 (HIPAA), Pub. L. 104191, 110 Stat. 1936. See also 45 C.F.R. part 160,162, and 164
4. Health Information Technology for Economic and Clinical Health Act (HITECH),
Pub. L. 111-5, 123 Stat. 226 (2009); (2009) [hereinafter, HITECH Act]. See also
Modifications to the HIPAA Privacy, Security, Enforcement, and Breach Notification Rules
Under the Health Information Technology for Economic and Clinical Health Act and the

https://lawecommons.luc.edu/annals/vol27/iss2/4

2

Ebeling: Uncanny Commodities: Policy and Compliance Implications for the T

2018

Uncanny Commodities

moved, repackaged, and made into commodities that the consumer data
industry then buys and resells. 0
Through the research, I develop theoretical insights into the ontological
and uncanny "liveliness" of these data, as they circulate through the digital
networks, as they are transformed into biodata commodities, and the violence
inherent in bureaucratic databases and algorithms that scrape, store and
transform health data for a myriad of repurposes. 0 These data commodities
can physically and psychologically harm patients,0 not only through medical
mistakes that might occur when the information is wrong or incomplete about
a patient, but also through how patients feel about a deep violation of their
right to privacy in a context where they often expect extra care is given to
protect their privacy: their doctor's office. 0
Genetic Information Nondiscrimination Act; Other Modifications to the HIPAA Rules: Final
Rule 45 C.F.R. § 160, 164 (2013) [hereinafter, Omnibus Final Rule].
5. Ebeling, supra note 1, at 31-33.
6. Id. at 11-17.
7. DAVID GRAEBER, THE UTOPIA OF RULES: ON TECHNOLOGY, STUPIDITY, AND THE
SECRET JOYS OF BUREAUCRACY, 41 (Jay Kinney & Paul Mavrides eds., Melville House,
2015); FRANK PASQUALE, THE BLACK Box SOCIETY: THE SECRET ALGORITHMS THAT
CONTROL MONEY AND INFORMATION 4-14 (Harvard University Press, 2015); DANIEL J.
SOLOVE, THE DIGITAL PERSON: TECHNOLOGY AND PRIVACY INTHE INFORMATION AGE 2-10
(Jack Balkin & Beth Novek eds., New York University Press, 2006) (demonstrating that
often, far from data providing transparency and improved outcomes for patients, the
bureaucratic use of information often becomes calcified into bureaucratic routines that
obfuscate and obscure power). The data tend to be strategically ignorant, and at times
inaccurate, in describing the subjects they purportedly are reporting on. Id. Graeber offers an
excellent example of how dumb data can operate to maintain power through the identity pass
books used by the South African Apartheid regime to control the movement of black
laborers into urban areas, where police officers would read the information contained within
the pass book about its holder, rather than interview, and be held accountable to the citizen
standing in front of them. Graeber, supra, at 41. In this way, power was blinded by
information about a subject and thus unable to see the subject. Id. As a result, black South
Africans who were subjected to the bureaucratic power of the pass book system called the
documents the "dompas," or the "stupid pass." Id.
8. Curt Woodward & Hiawatha Bray, A Company Sent Anti-Abortion Ads by Phone.
Massachusetts Wasn 'tHaving It, THE BOSTON GLOBE (Apr. 4, 2017),
https ://www.bostonglobe.com/business/2017/04/04/healey-halts-digital-ads-targetedwomen-reproductive-clinics/AoyPUG8u9hq9bJUAKC5gZN/story.html (describing that
geofencing is a technology that digital marketers can use to send targeted advertising to a
person's smartphone by setting up an invisible parameter around a geographic location that
can access the location data on every phone that enters the parameter). Geofencing is
increasingly used by retailers or at paid events to deliver highly personalized and target
marketing. Id. But in early 2017, it was used to violate the privacy rights of patients (and
non-patients as well) when an advertising company Copley Advertising planned to use the
technology on behalf of an anti-choice group based in the Boston-area to send personalized
anti-abortion messages, such as "You're not alone," Pregnancy help," and "You have
choices," to the smartphones of young women who happened to be in proximity to
reproductive health care clinics. Id. Massachusetts Attorney General Maura Healey took
legal action to preemptively prevent the advertising plan to go forward and cited that the
practice was an illegal use of consumer health data. Id. Notably, though, the settlement was
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This Article demonstrates how health data that are secured, protected and
maintained by covered entities in compliance with HIPAA regulations can
overlap with data that a patient may produce outside of the covered entity in
the form of consumer data. These data, though intimately connected to a
patient's health, lose protections because they are produced outside of
HIPAA and can be used for purposes other than healthcare of the patient or
for public health research.0 In essence, as patients are also consumers that
produce consumer data directly connected to their healthcare, marketers and
data brokers collect, analyze, categorize, share, disclose and sell these data in
order to make marketing inferences about a patient's health. These
unregulated data as consumer data have an uncanny similarity to protected
data regulated under HIPAA. 8
Within Part II of this Article, I explore at length how health data, and
especially data regulated under HIPAA as part of a patient's protected health
information ("PHI"), 5 may end up in the databases of some of the most
powerful information brokers in the United States-credit bureaus. Once in
the hands of the credit bureaus, PHI combined with other data are used to
feed financial risk, consumer behavior and other types of scoring instruments,
including "decisioning tools" that can be used by healthcare providers to

based on Massachusetts state's consumer protection statute. Id.
9. See generally Ebeling, supra note 1.
10. For example Grindr, the commercial, social networking app that enables queer and
gay men to connect for sex, collected health information about the platform's more than 3.6
million users, specifically their HIV status and the last time that users were tested, and then
sold these data to third parties, see Azeen Ghorayshi & Sri Ray, Grindr Is Letting Other
Companies See User H1V Status And Location Data, BuZZFEED NEWS (Apr. 2, 2018)
https ://www.buzzfeed.com/azeenghorayshi/gindr-hiv-statusprivacy?utm term=.gkEOOrO6Z4#.nenaalaG59.
11.
Throughout this Article, I use the phrase "private health data" as a distinct category
from the "protected health information," as defined under HIPAA. See 45 C.F.R. § 160.103
(2018). Private health data is a more inclusive category which can include consumer
behavioral information, transactional and banking information, and online behavioral data,
that can be used to make inferences about a patient's health or health status. As HIPAA
defines protected health information or PHI, PHI must encompass both individually
identifiable information and health information. See 45 C.F.R. § 160.103 (2013). To no
longer constitute PHI, an entity can remove data points that makes the information
individually identifiable by removing any identifying information or numbers. 45 C.F.R. §
164.514(b)(2) (2013). This article focuses on those identifiers that can be related to an
individual but are not subject to HIPAA, as they are not combined with individually
identifiable health information, nor are they held by a covered entity. For example, a
patient's email address can be contained within the health record, and under HIPAA it is
considered part of the patient's PHI, yet the patient's email address may also exist on a retail
pharmacy's consumer database, where it is not regulated under HIPAA, and not considered
part of the PHI. 45 C.F.R. § 160.103 (2013). See also 45 C.F.R. § 160.103 (2013) (defining
individually identifiable health information to include information " [w]ith respect to which
there is a reasonable basis to believe that information can be used to identify the
individual").
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predict whether a patient will pay their bill or take their meds, and to support
clinical decision making.0 Credit bureaus also sell these data to third parties,
that will use health data for marketing purposes. Once PHI data leave the
control of a covered entity, or their business associates and third parties that
have direct contact with PHI, these data repurposing activities are conducted
outside of the regulatory protections of HIPAA.0
In Part III, I consider what these alternate uses imply, often negatively, for
patients' health and well-being. Credit bureaus increasingly turn to adapting
the behavioral and consumer predictive analytics borrowed from target
marketing to create data analytics sold to healthcare providers as tools to
predict patient behaviors, such as medicine adherence or the probability of
readmission. I describe how some of the most powerful data brokers position
themselves to access and analyze the financial and medical data of patients,O
and how private health data fuels the credit industry.0 In Part IV, I then
discuss what these health data reuses imply for HIPAA compliance,
especially the final modifications under the Omnibus Rule as mandated by
the HITECH Act.0
While throughout I focus on private health data generally, privacy rights
are outside the scope of this Article. Rather, it is worth noting that most
patients and healthcare practitioners, the ones with direct contact with both
patients and their data, consider the privacy and security of patient data to be
paramount. Many health professionals are also well aware of, and averse to,
the risks of stiff financial and legal penalties to their practices if a patient's
PHI is unlawfully disclosed.0 Despite this, the notion of "data privacy" is
hardly a resolved or fixed reality within the American healthcare system.0
Privacy scholars continue to debate whether privacy can be a stable
category,E or whether it is contextual and fluid, with the boundaries of what
is considered "private" changing depending on where and how the data are

12.

FICO, FICOR PROPENMSTY SCORES FOR HFALTHCARE (2017),

http://www.fico.com/en/products/fico-propensity-scores-health-care#resources

(last visited

May 22, 2018).

13.
45 C.F.R. § 164.502-514 (discussing uses and disclosures that covered entities can
make of PHI).
14.

Berner, infra note 29.

15. See Ebeling, supra note 1, at 29
commodities that are bought and sold.").

(.brokers transform data into immaterial

16.
See generally, Omnibus Final Rule, supra note 4.
17.
MARY F.E. EBELING, HEALTHCARE AND BIG DATA: DIGITAL SPECTERS AND
PHANTOM OBJECTS (2016).
18.
Rebecca Wexler, The PrivateLife of DR4. Lessons on Information Privacyfrom
the CopyrightEnforcement Debates, 17 YALE J.L. & TECH. 368, 396-97 (2015).
19.
See generally, BJ Ard, Confidentialityand the Problem of Third Parties:Protecting
Reader Privacy in the Age of Intermediaries, 16 YALE J.L. & TECH. 1 (2015).
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produced and shared.0
For this Article, I borrow the definitions for privacy and confidentiality in
healthcare settings from Stacey Tovino, a legal scholar specializing in
compliance issues related to the HIPAA Privacy Rule, in which "privacy,"
from a patient's perspective, is defined by "an individual's interest in
avoiding the unwanted collection by a third party of health or other
information about the individual." 5 Whereas "confidentiality" is defined by
the obligation on the part of a healthcare professional to protect against, and
prevent, the unauthorized or inappropriate disclosure of information about an
identifiable patient. 5 Tovino also demonstrates what a gargantuan task it is
for many covered entities and business associates working in healthcare to
maintain HIPAA compliance, where the inherent complexities of the
regulations make it difficult and expensive for many practices to be
compliant. 5 For some covered entities, as well, the profit potentials of
selling PHI for marketing and other purposes supersedes the drive to be
HIPAA compliant. 5 Despite these challenges, combined with ongoing
illegal breaches and legal loopholes that private health data escape through,
many health professionals and patients still place their faith in the
performative process of complying with the regulatory data privacy and
security protections bestowed through HIPAA. 5
Credit scores and debt surveillance instruments are haunted by patients'
health data, as well as their consumer data, which can often indicate a lot
about one's health and well-being. 2 Yet these data phantoms tend to be
trapped in the black box of proprietary algorithms owned by credit bureaus. 5
This article examines the links between private health data, financial data
instruments such as the FICO score, and patient debt surveillance in
healthcare. This article intends to understand how credit bureaus are
accessing, aggregating, and deploying individual patients' health data (or
other types of consumer information) to make inferences on their health and
to build credit scores in real time of patients accessing healthcare, in spite of
the lengths that healthcare practices go to be compliant with the omnibus
regulations under HIPAA. It asks how patients are rendered "visible" or

20.

Helen Nissenbaum,

PRIVACY IN CONTEXT: TECHNOLOGY, POLICY, AND THE

INTEGRITY OF SOCIAL LIFE 67-74 (Stanford Press. ed. 2010).

21.
Stacey A. Tovino, Complying with the HIPAA PrivacyRule: Problems and
Perspectives, SCH. WORKS 23, 25 n. 16 (2016), http://scholars.law.ullv.edu/facpub/999.
22. Id.
23. Id. at 33.

24.

Id. at 44.

25. See, Doing What's Right. The FirstTime. Every Time, TENET HEALTH, (last visited
May 22, 2018), https ://www.tenethealth.com/about/ethics-compliance.
26. Ebeling, supra note 1, at 49-63.
27. Id.
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"identifiable" through these financial risk scores. Through this exploration,
this article questions what kinds of data phantoms are being constructed out
of medical debt that live on credit cards, in loans, or in the hospital debt
collection agencies, and what kinds of afterlives health data are living beyond
the patients' bodies and within these debt-based financial instruments.
A patient's visibility is no longer solely under the medical industry's gaze,
but it is made legible, and subject to, marketing and the debt society's
surveillance. 3 Without a FICO score, or with a "bad" score, patients face
further marginalization in healthcare settings because of their debt,
purchasing behaviors, or even their financial and real assets. 5 For some
patients already marginalized by medicine due to their immigration status,
gender, race, or class status, this can have profoundly dire consequences for
not only their health outcomes, but can negatively impact virtually all aspects
of their lives.0
PART II: CREDIT BUREAUS AND PRIVATE HEALTH DATA
During my investigation into the various reuses of private health data,
whereby a patient's information is routinely used by the target and database
marketing industries to make inferences about their health, I made a
somewhat surprising finding about the sources of these data; many of these
companies purchase or lease health data from credit bureaus.0 The three
largest credit reporting agencies in the United States-Experian,
TransUnion, and Equifax-are, in fact, huge consumer information brokers,
sometimes called data aggregators or data furnishers, because they are
uniquely positioned to both collect and distribute financial and consumer data
on virtually the entire United States population.0 Collectively, between the
28.

Id. at 49-64; Maurizio Lazzarato, GOVERNING BY DEBT (2015); Kaushik Sunder

Rajan, BIoCAPiTAL: THE CONSTITUTION OF POSTGENOMIC LIFE (2006); Joseph Turow, THE
AISLES HAVE EYES: How RETAILERS TRACK YOUR SHOPPING, STRIP YOUR PRIVACY, AND

DEFINE YOUR POWER 255-57 (2017); Catherine Waldby, Medical Imaging: The Biopolitics
of Visibility, 2 HEALTH SAGE PUBLICATIONS 372,383 (1998).
29. Robert Berner, HospitalsX-Ray PatientCreditScores, BLOOMBERG BUSINESSWEEK
(Nov. 19, 2008, 11:00 PM), http://tinyurl.com/DROMBemer.
30. Latanya Sweeney, PatientPrivacyRisks in U.S. Supreme Court Case Sorrell v. IMS
Health Inc. Response to Amici Brief of El Emam and Yakowitz 7-11 (Data Privacy Lab,

Working Paper No. 1027, 2011); Frank Pasquale & Tara Adams Ragone, ProtectingHealth
Privacyin an Era of Big Data Processingand Cloud Computing, 17 STAN. TECH. L. REV.
595, 632 (2014).
31.
See generally Ebeling, supra note 1, at 41.

32. See generally id. (explaining that because the three credit bureaus provide banks
and other financial institutions regulatory, identity, fraud, labor, and other policy compliance
services, spanning from the FDIC, the Gramm-Leach-Bliley Act (GLBA) and 31 C.F.R. §
103.121, or the Customer Identification Program (CIP) Rule of the USA Patriot Act, among
other regulations, to employee background checks, these companies are positioned to accrue
massive amounts of data). The data are often provided for no cost because the data are
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three bureaus, they source more than 4.5 billion bits of information each
month to feed into their credit reporting files that are maintained on nearly
every resident in the United States.0 Experian alone claims to hold data on
98 percent of American households.U In total, these three companies
potentially collect more data on the average American than any other databased industry, with each holding data profiles on more than 200 million
adults in the United States.0
The core business operations of credit reporting companies are to provide
lenders with credit risk scoring and data-based decision analyses on
customers.0 In furtherance of these functions, these companies rely on a
broad collection of diverse data from public and private sources-including,
but not limited to financial information.[ Credit bureaus hunger for more
data that can be fed into their predictive algorithms to augur consumer
behavior, or to be used in credit scores, such as the FICO score.B As a result,

handed over routinely in order for their clients to be compliant with federal, state and local
laws. For more information on how the regulatory compliance services credit bureaus
provide businesses within the financial and banking sectors, see Regulatory andPolicy
Compliance, EXPERIAN, http://www.experian.con/consulting-services/regulatorycompliance.html (last visited May 22, 2018); What is a Compliance Center?, EQUIFAX,
https ://www.equifax.con/government/compliance-center (last visited May 22, 2018); and
Optimize Your Skip Tracing,Investigations,Risk andFraudMitigationEfforts,
TRANSUNION, https://www.transunlion. com/product/tloxp (last visited May 22, 2018)
(discussing TransUnion's identity verification platforms and services).
33.
Stacy Cowley & Tara Siegel Bernard, As Equifax Amassed Ever More Data,Safety
Was a Sales Pitch, N.Y. TIMEs, (Sept. 23, 2017),
https://www.nytimes.con/2017/09/23/business/equifax-data-breach.html (explaining that all
three companies operate internationally as well, so they also collect massive amounts of data
on residents of the countries where they have operations). Since privacy and data laws vary
widely globally, I only focus on these companies' businesses in the United States.
34.
EXPERIAN MARKETING SERVICES, MOSAIC USA: YOUR CONSUMER CLASSIFICATION
SOLUTION FOR CONSISTENT CROSS-CHANNEL MARKETING (2016),

https ://www.experian.con/assets/marketing-services/product-sheets/mosaic-usa.pdf.
35.

CONSUMER FINANCIAL PROTECTION BUREAU, infra note 37, at 21.

36.

Ebeling, supra note 1, at 12-13.

37.

CONSUMER FINANCIAL PROTECTION BUREAU, KEY DMENMsONioA.VD PROCESSES IN THE

US. CREDITREPORTING SYSTEM. A REVIEW OFHOW THE NATION'S LARGEST CREDIT BUREA US

MANAGECONSMMER DATA, 5 (Dec. 2012),

http://files.consumerfinance.gov/f/20 1212_cfpb credit-reporting-white-paper.pdf.
38.
See FAIR ISAAC CORPORATION, FICO at a Glance, http://www.fico.con/en/aboutus#at glance (last visited May 22, 2018). (showing that the FICO score is a shorthand
description for the suite of credit scoring instruments offered by the Fair Isaac Corporation
(FICO), the dominant player in the credit scoring industry). Many FICO products are used
specifically to score consumers seeking credit, such as a mobile phone customer applying for
payment plan for a phone, as "the FICO score." Id. FICO also offers data management
systems for medical practices and several risk-scoring products to score patients, such as the
FICO Propensity Scores for Health Care. (http://www.fico.con/en/products/fico-propensityscores-health-care), which, in these cases, I will specify the branded name of the score.
Additionally, other credit scoring models will be referred to in the generic category of credit
risk score, such as the VantageScore credit score, stemming from ajoint venture of the three
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the industry continues to broaden and diversify what kinds of consumer data
are collected, and once collected, how these data are repurposed and resold.0
The data profiles that these bureaus hold on individual consumers include
information about an individual's use of credit, such as a rental history,
number of lines of credit held, or whether they have a history of late or
missing bill payments. [ But since these companies are, in fact, data
companies, they also collect, process, analyze, and repackage non-financial
or non-credit relevant data to create new data products. [I Through data use
agreements and other contractual arrangements with more than 10,000 data
"furnishers," Experian, TransUnion, and Equifax procure massive swaths of
diverse consumer and public information about individual consumers, which
then update the files maintained on customers by these companies on a
monthly basis.0 These furnished data derives from a variety of sources, from
public records such as registered deeds, marriage and divorce proceedings,
voter registrations and driver's licenses, to sources of "private" data, such as
credit card transactions, online purchases and searches, social media usage,
and metadata and locational data from mobile phones.0 As long as an
individual applicant participates in the U.S. economy through banking, retail
purchases, renting or purchasing a home, enrolling for the Transportation
Security Administration's ("TSA") PreCheck program, or even registering
for public benefitsB at least one, if not all three, of the largest credit bureaus
will collect, retain or verify applicant data.f
Contained within these data profiles, of course, are information that often
overlaps with the identifying data that are contained within a patient's PHI.
A person's full name, their Social Security Number, their driver's license
information, their IP address, zip code and telephone numbers are reproduced
in hundreds of other contexts outside of those contemplated by HIPAAB and
major credit bureaus founded in 2006. For more information on the Vantage Score, see
generallyVANTAGE SCORE, Vantage Score, https://www.vantagescore.com/ (last visited May
22, 2018)).
39.
Cowley & Bernard, supra note 33.
40. Id.
41. Id.(bringing in revenues of approximately $4 billion from selling non-credit
relevant data by 2011).
42. Id.
43. Id.

44. Mikella Hurley & Julius Adebayo, Credit Scoring in the Era of Big Data, 18 YALE
J.L. TECH. 148, 199 n.237 (2016); Arloc Sherman, Public Benefits: EasingPoverty and
EnsuringMedical Coverage, CENTER

ON BUDGET AND POLICY PRIORITIES

(last revised Aug.

17, 2005), https://www.cbpp.org/research/public-benefits-easing-poverty-and-ensuringmedical-coverage (explaining that public benefits can include unemployment assistance or
Temporary Assistance for Needy Families (TANF), formerly Aid for Families with
Dependent Children (AFDC), or colloquially "welfare".).
45. Hurley & Adebayo, supra note 44, at 157.
46. Compare 45 C.F.R. § 164.514 (2018) (noting that de-identification safe harbor
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certainly, are contained as well within the profiles held by credit bureaus.
Therefore, while these data may be de-identified by a covered entity in a
healthcare context,0 a patient's data are completely identifiable within a data
broker's database, though, ostensibly regulated bj financial privacy laws,
such as those under the Gramm-Leach-Bliley Act,- among others. Yet, since
the purpose of these companies on the whole is to identify an individual for
their creditworthiness or to target them for marketing purposes, these data are
not de-identified, and are used to identify and match individual consumers
with marketers or creditors. E
PART III: "ALL DATA IS CREDIT [OR HEALTH] DATA."
What is the connection between these three credit bureaus and health data?
There are many. In addition to providing credit background checks on
consumers, Experian, TransUnion, and Equifax also provide sophisticated
platforms and data products to healthcare providers.E Healthcare providers
can, in turn, perform instant credit score checks on patients at the point of
admission, or they can use an individual patient's credit score to predict the
likelihood of readmission or medication adherence.E As a result, credit
bureaus have direct and complicated relationships to patients' PHI-the use
or disclosure of which should be HIPAA compliant. 5 In reality, much of the
health data held by credit bureaus are not necessarily subject to the
restrictions of HIPAA. 5 This can have negative implications for patients
requires removal of certain identifiers, including name, social security number, driver's
license number, IP address, telephone number, and zip code), with 45 C.F.R. § 160.103
(2018) (defining protected health information as including individually identifiable health
information, which requires some manner to identify an individual).
47.
45 C.F.R. §164.514 (2018)
48.
Gramm-Leach-Bliley Act (GLBA), Pub. L. 106-112, 113 Stat. 1338 (1999); The
implementing regulations for GLBA are located at 16 C.F.R. pt. 313. See Privacy of
Consumer Financial Information, 16 C.F.R. pt. 313 (2000).
49. Hurley & Adebayo, supra note 44, at 148.
50. Id.at 154.
51.
Berner, supra note 29.
52. Id.; Jackie Crosby, Will you follow doctor's orders? Credit-scorefirm says tool can
identify patients likely to skip their meds, STAR TRIBUNE, July 10, 2011, at IA; Shannon
Pettypiece & Jordan Robertson, Hospitals Are Mining Patients' Credit CardDatato Predict
Who Will Get Sick, BLOOMBERGBUSINESSWEEK (July 3, 2014, 11:34 AM),

https ://www.bloomberg.com/news/articles/2014-07-03/hospitals-are-mining-patients-creditcard-data-to-predict-who-will-get-sick. To the extent that these products are being provided
to healthcare providers, it would seem as though the provider is likely disclosing protected
health information-i.e. that the individual is seeking treatment at its facility. 45 C.F.R.
§ 160.103. As a result, the healthcare providers should seem to be treating the credit bureaus
as business associates and entering into agreements with the credit bureaus to limit further
use and disclosure of data disclosed by them. See 45 C.F.R. 164.5 10.
53.
See Hurley & Adebayo, supra note 44, at 175 n. 120 (mentioning the tendency of
data brokers to side-step the protections of HIPAA and other federal legislation). HIPAA
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because the experience of having their health status disclosed through
consumer health data, regardless if the data was produced outside of their
doctor's office, feels the same: it feels like a violation of their health privacy
when they are denied credit because of their health status or they become a
marketing target because of their health.
Ever increasingly, these credit risk assessors, along with the creditors
themselves, are relying on data analytics.0 These data analytics are based
on massive datasets of individuals' consumer behavior, as well as
individuals' non-financial data gleaned from their social media or consumer
habits.0 Once collected, these analytics are then analyzed to determine an
individual applicant's access to credit.0 These analytics and data become
the various products marketed to consumers based on consumer preferences
and non-financial behaviors that credit bureaus sell to lenders and creditors.u
Often this is called "creditworthiness by association" because the risk
assessment of an individual seeking credit is not based on his or her history
of paying bills, or how many credit cards one holds.8 Rather, the credit
scoring is based on the predictive analytical methods borrowed from the
consumer target marketing industry, that uses sophisticated algorithms to
segment consumers into "life-style" or behavioral categories.0 Some in the
credit industry argue that more robust data is needed in order to analyze nontraditional debtors or people who operate in a cash economy (the
"unbanked"); as a result, there remains a dearth of credit history data for the
unbanked, while the credit industry moves towards this mass and rather
indiscriminate collection of data on all credit customers regardless of status.0
Our data are the natural, raw resources transformed into the commodities that
make the data industry profitable.i Furthermore, as credit data and scoring
are increasingly utilized in non-credit decision-making, such as when a
potential employer runs a credit check on a job applicant or where hospitals
use a patient's credit score to predict their propensity to adhere to medical
directives, there is a clear mission creep of credit, health, and marketing data
only applies to "covered entities" and business associates as defined under the regulation, as
well as the HITECH Act. 45 C.F.R. § 160.103 (2018). Therefore, health data, health-related
data, or data concerning health available from other sources is not subject to HIPAA and
therefore can be used or disclosed for different purposes. Thus, the same information in the
hand of a covered entity is subject to HIPAA, while the information in the hands of the credit
bureau may be subject to further dissemination.
54. Id.at 184.
55. Id.at 151.
56. Id.at 151-52.
57. Id.at 149.
58. Id.at 151.
59. Id.
60. Id.at 154.
61. See generally id.
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with serious potential implications for patient health outcomes. 5
There are many examples of how data-diven decision-making based on
predictive behavioral analytics can produce negative outcomes for those who
are subject to such scoring innovations. In the case of credit card holder
Kevin Johnson, Johnson was shocked to learn that consuming behaviors of
complete strangers brought down his credit score.0 Johnson, who as an
African-American business owner took pride in his pristine credit history,
was baffled as to why his card issuer, American Express, reduced his credit
limit by 65 percent.- His credit limit was reduced, not because he missed a
payment or defaulted on debt, but because creditors like American Express
determined, based on behavioral analytics, that the retail establishments he
frequented were also patronized by customers with bad credit.0 Essentially,
one's credit score may not only reflect a faultless personal history of paying
bills on time, but may also reflect the perceived credit riskiness of relatives,
friends, or neighbors, or even complete strangers with similar consumer
behaviors.0 In practice, an individual's credit risk is forecast based on
otherwise personal aspects of his or her daily life: browsing history,
Facebook friendships, stores frequented, and food purchased.0 For example,
an individual who uses a credit card to purchase alcohol at a liquor store, or
makes "unhealthy" choices at a grocery store, unknowingly generates data to
be viewed as risky by credit assessors.0 Because the algorithms, software,
and technologies used to make these data-based decisions about credit users
are proprietary, these scoring instruments remain unexplained to those who
use these scores to make decisions, and unknown to those whose credit scores
are subject to their influence.0
Since the analyses are based on inferences made about an individual's
consumer preferences and behaviors, and less about whether a customer
defaulted on a debt, it is much more difficult for consumers to know how
their credit scores are impacted since it is no longer enough for one to pay
bills on time or be responsible with credit.0 Many in the credit industry place
62. Id. at 154 (using credit data for non-credit decisions); see also EQUIFAX PREDICTIVE
SCIENCES, UTILIZING CREDIT SCORING TO PREDICT PATIENT OUTCOMES (Sept. 2005) (using
credit data in the healthcare setting).
63.
Hurley & Adebayo, supra note 44, at 150-51.
64. Id. at 150.
65. Id.at 150-51.
66. Id. at 151-52.
67. Id. at 152.
68. See id. at 151-52 (identifying the increasing prevalence credit risk forecasting based
on consumers' daily lives, retail preferences, browsing habits, social media activities, and
geolocation data).
69.

Id. at 154-55.

70. See id. at 177-78, 185 (assessing credit score based on data activities of a
household, a neighborhood and even internet service protocol addresses).
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faith in the "unbiased" nature of these scores, arguing that the use of
algorithms can eliminate human error, or worse, the replication of implicit
race or gendered biases that an individual underwriter might hold.0 They
assume that since the scoring is based on algorithms, the possibilities of racial
or gender biases decrease, and the scores are free of human error and thus a
more accurate reflection of credit risk.0 But, as many social science scholars
who study algorithms note, algorithms are only as good as the data that go
into them, and if the data themselves are biased, the output will be biased as
well.0 There is growing concern that an overreliance on decision making
relying on credit or consumer data could intensify already problematic and
existing health inequities, such as a denial of health services or inappropriate
treatment based on the financial status of a patient.0
Auguring the Patient Through Consumer DataAnalytics
Private health data are integrated into credit risk scoring, such as the FICO
score, through a number of methods.0 Consumer, behavioral, and social
media data are increasingly used by credit bureaus to provide more finegrained predictive analytics on credit risks, data about large debt loads on
credit cards, and other financing services used to pay for medical services.0
The credit risk data platforms increasingly used in healthcare settings to

71. See id. at 202-03 (summarizing "The Model Fairness and Transparency in Credit
Scoring Act" and rationalizing that " [a] Iternative credit scoring may ultimately benefit some
consumers, but it may also serve to obscure discriminatory, subjective, and even predatory
lending policies behind a single 'objective' score").
72. Id.
73. See generally Pauline T. Kim, Data-DrivenDiscrimination at Work, 58 WILLIAM &
MARY L. REV. 857 (2017); see also John Cheney-Lippold, A New Algorithmic Identity: Soft
Biopolitics and the Modulation of Control, 28 THEORY, CULTURE & SOC'Y 164, 164-81
(2011); accordPasquale, supra note 7; Julia Dressel & Hany Farid, The Accuracy, Fairness,
andLimits ofPredictingRecidivism,4 ScI. ADVANCES 1, 1-5 (Jan. 17, 2018) (exploring

algorithms used in the prediction of criminal recidivism as no more accurate or unbiased
than the predictions made by people with little or no criminal expertise); see also ROBINSON
& Yu, KNOWING THE SCORE: NEW DATA, UNDERWRITING, AND MARKETING IN THE
CONSUMER CREDIT MARKETPLACE, FORD FOUNDATION (Oct. 29, 2014)

https://www.teamupturn.org/static/files/KnowingtheScore Oct 2014 vl 1.pdf.
74. Pettypiece & Robertson, supra note 52; Charles D. Mabry, Does a "Wallet Biopsy"
Lead to InappropriateTrauma PatientCare?, 149 JAMA SURGERY 430, 430-31 (2014);
Berner, supra note 29; see generally M. Kit Delgado et al., FactorsAssociated With the
Dispositionof Severely InjuredPatients Initially Seen at Non Trauma Center Emergency
Departments: Disparitiesby Insurance Status, 149 JAMA SURGERY 422, 422-30 (2014)

(showing that admission decisions can be based on financial information).
75. MyFICO, WHY ARE MY FICO®SCORES DIFFERENT FOR THE 3 CREDIT BUREAUS?
CREDIT REPORT Q&A, https ://www.myfico.com/credit-education/questions/why-are-mycredit-scores-different-for-3 -credit-bureaus/ (last visited May 22, 2018). [hereinafter,
MyFICO 3 CREDIT BUREAUS].
76. Hurley & Adebayo, supra note 44; Berner, supra note 29.

Published by LAW eCommons, 2020

13

Annals of Health Law, Vol. 27 [2020], Iss. 2, Art. 4

Annals of Health Law

Vol. 27

assess the financial risks of patients could also be used in the credit risk
scoring.E The data used in the FICO score, for instance, are furnished by
credit bureaus that feed the data they hold on consumers into the predictive,
analytical technologies offered by FICO to score an individual's credit
history profile.0 Each credit bureau will produce a slightly different score
for each customer, primarily because one bureau may capture a slightly
different data element on consumers than another, or may balance or weigh
certain information heavier than others. 5 However, all credit bureaus use
predictive and other analytical technologes of the FICO products to produce
the score that a customer or lender sees.0
Credit bureaus' credit risk consumer profiles will undoubtedly include
data about an individual's health, types of medical services obtained, and the
amount of medical debt faced. By utilizing "fringe alternative data," or
consumer, social media, and web tracking data, credit bureaus score
customers through the application of behavioral predictive analytics, and
inferences can be made about a person's health and medical information,
either based on HIPAA-regulated information or through the use of consumer
data gleaned outside of HIPAA-protections.
If all data are credit data when
in the hands of credit scoring companies, does this hold true for health data
as well?
The three largest credit bureaus make inferences made about a person's
health based on data contained within their own financial information
products-whether the customer owns a car, as well as fast food purchases,
and medical debt, financing, and credit use for healthcare are types of
information embedded within these data products. 5 Experian, Equifax and
TransUnion also offer a variety of financial and consumer data platforms and
products to healthcare facilities from smaller private practices, 5 to clinics
and community hospitals, to the largest, publicly traded, for-profit healthcare
services providers such as Tenet Healthcare Corporation and Hospital

77.

See MyFICO 3 CREDITBUREAUS, supranote 75.

78. Id.("In the U.S., there are three national credit bureaus (Equifax, Experian and
TransUnion) that compete to capture, update and store credit histories on most U.S.
consumers. While most of the information collected on consumers by the three credit
bureaus is similar, there are differences. For example, one credit bureau may have unique
information captured on a consumer that is not being captured by the other two, or the same
data element may be stored or displayed differently by the credit bureaus").
79.

See id.
(differing scores based on each of the bureau's FICO systems using

predictive value of their unique data).
80.

Id.

81.

ROBINSON & YU,supra note 73, at 5.

82.

See generally, Yanhao Wei et al., Credit Scoring with Social Network Data, 35

MKTG. Sci. 234 (2016) ( [analyzing] the impact of using network-based measures on
customer score accuracy and on tie formation among customers.").
83. See, e.g., EQUIFAX PREDICTIVE SCIENCES, supranote 62.
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Corporation of America.0
These opaque credit data analyses are increasingly marketed to healthcare
providers for non-credit decision-making uses in medicine.0 Equifax
developed and marketed the use of credit scores to predict how individual
patients may adhere to medical directives, arguing that:
[s]ince the mid-80s [lenders] have placed more confidence in the use of
credit scoring to understand the client's behavioral tendencies. The
predictive power that lies within credit infoarmtion is so strong that most
lenders use it as the main consideration when extending credit. Credit
scoring has gained huge acceptance in this process because of its nonbiased nature and the speed in which a decision can be made. Due to the
increasing self-pay population, the healthcare industry can benefit from the
lessons learned in the financial pena by placing confidence in the
predictive power of consumer data.9
In addition to Experian, another credit information company, the Fair Isaac
Corporation ("FICO"), offers a suite of predictive scores for use in healthcare
called the FICO Propensity Scores for Healthcare.E0 These scores utilize
marketing and consumer data, such as whether the patient owns a car, to
predict if the patient will adhere to taking, prescribed medications or follow
medical directives given by their doctor. Increasingly, as well, healthcare
providers are employing "wallet biopsies on patients, enabled by credit
bureau credit checking platforms to establish a patient's ability to pay for
certain medical procedures or determine what debt should be sent to
collections."
PART IV: COMPLIANCE IMPLICATIONS OF HEALTH DATA
OWNED BY CREDIT BUREAUS
Much of the identifying data that a credit bureau holds on an individual
borrower overlaps significantly with data regulated under the HIPAA
Omnibus Rule as a patient's PHI.E There are eighteen identifiers listed in
85

See TENET HEALTH, https://www.tenethealth.com/ (last visited May 22, 2018); HOSPITAL

CORPORATION OF AMERICA (HCA), https://hcahealthcare.com/ (last visited May 22, 2018).
85.
EQUIFAX PREDICTIVE SERVICES, supra note 62.
86.
Id. at2.
87.
FICO®PROPENSITY SCORES FOR HEALTHCARE, supra note 12; Jeremy M. Simon,
New medical FICO score sparks controversy, questions, CREDITCARDS.COM,
https://www. creditcards. com/credit-card-news/fico-score-medication-adherence- 1270 .php
(July 28, 2011).
88.
FICO®PROPENSITY SCORES FOR HEALTHCARE, supra note 12; Simon, supra note 87.

89. See Berner, supra note 29 (digging into patient finances to make financial decisions
about care); Mabry, supra note 74.
90. MyFICO, What's in my Credit Report,https://www.myfico.com/crediteducation/inyour-credit-report.aspx (last visited May 22, 2018); Duke Office of Clinical Research, The
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HIPAA that, when attached to protected health information, create a
requirement for covered entities and their business associates to take care that
the PHI stay private.g] HIPAA expressly considers information such as a
patient's name, date of birth, email addresses, home address, phone numbers,
driver's license number, medical record numbers, and Social Security
number, among others, to constitute the eighteen data points that make
protected health information identifiable. 5 When individually identifiable
information is combined with a patient's physical or mental health condition,
the provision of care, or for payment for such care, these data fall under
HIPAA PHI protections. 5 However, HIPAA only considers the regulatory
data object, PHI, to be information in the hands of a health care provider,
health plan, employer, or health care clearinghouse.R
With the presence of any one of the eighteen identifiers in the hands of
covered entities, PHI becomes subject to, and secured by, the regulations'
confidentiality protocols, and thus may only be used by, and disclosed
between, covered entities or their business associates in connection with the
patient's care, subject to restrictions.0 In order for PHI to be mobilized
outside of HIPAA's regulatory grotections, these eighteen identifiers must be
1
stripped from a patient's PHIf'
essentially revoking its status as a special
class of data object to become "non-toxic" data that can be reused, repurposed
in tertiary research or to be bought and sold for marketing or for any number

18 HIPA4 Identifiers, https://medschool.duke.edu/researcl/clinical-and-translationalresearch/duke-office-clinical-research/irb-and-institutional- 14 [hereinafter, Duke].
91.
45 C.F.R. §160.103 (2018) (defining protected health information and individually
identifiable information). See also Duke, supra note 90.
45 C.F.R. §164.514(b)(2)(2018); Duke, supra note 90.
92.
93.
See 45 C.F.R. § 160.103 (defining protected health information); Duke, supra note
90. Ebeling, supra note 1 (theorizing that the PHI becomes a regulatory data object under
HIPAA, a thing with material consequences which is bestowed a special status with unique
properties through classification by the legislative fiction of categorization). For a
sociological perspective on classification and its ramifications, see generally, SUSAN LEIGH
STAR & GEOFFREY BOWKER, SORTING THINGS OUT: CLASSIFICATION AND ITS CONSEQUENCES

(2000) (exploring the role that systems of classification and standards have in informing the
tasks of the world).
94.
45 C.F.R. §160.103.
95. HIPAA Privacy Rule, 45 C.F.R. part 164. Under the HITECH Omnibus Rule,
business associates are subject to the same regulatory standards as covered entities, including
facing similar penalties when something goes wrong, such as unauthorized access to PHI or
a data breach. Omnibus Final Rule, supra note 4. Stacey Tovino has critiqued aspects of the
Omnibus Rule, especially in regard to the confidentiality standards for business associates,
citing that some classes of business associates, such as legal counsel, should be given special
considerations. See Stacey A. Tovino, Gone Too Far, 91 OREGONL. REv. 813 (2013).
96.
45 C.F.R. §164.512(b). An alternative model for de-identification, the expert
determination model, may not require the removal of all of the 18 identifiers, if the patient
cannot be re-identified. Id.
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of purposes. ] PHI contained within prescription data are routinely deidentified and sold by pharmacies to health and medical data enterprises.0
These data sets are then mined, analyzed, and repackaged into data products
that are sold onwards to third-party marketers or other businesses, often for
purposes not directly related to a patient's healthcare.0 For instance, the
health data company IQVIA (formerly Quintiles and IMS Health) provides
prescription data to pharmaceutical companies that, in turn, distribute these
data products to their sales representatives who can use prescription data in
their "detailing visits" to doctors who prescribe a company's drug.E
Physicians have been declining visits from pharmaceutical sales
representatives in recent years, from a rate of eighty percent in 2008 to fortyfour percent in 2015.0 As a result, more drug companies rely on direct data
marketing techniques to reach these increasingly resistant medical
professionals. D Those data are often derived, in part, from the private health
data of patients.
It hardly seems noteworthy, or necessary, to highlight that in the highly
data-centric and digitized society of the United States, the identifying
information contained as part of a patient's PHI will be reproduced possibly
thousands of times in multiple and diverse contexts, well outside the HIPAA
privacy and confidentiality regulations. These bits of information are termed
"data exhaust" by industry insiders, because as users engage with digital
systems in everyday activities-everything from buying groceries to looking
up interest rates on a mortgage website-a trail of identifying data is left.
This information, though irrelevant to the consumers who inadvertently

97. Ebeling, supra note 1. In an interview with a health informatics researcher who
regularly uses private health data in his role at a large, multinational professional services
firm, he described PHI that had not been deidentified as "nuclear waste" and "radioactive"
because the risks of heavy fines and other penalties to the third party in possession of
identifiable health data were too great. Id. Once these data were deidentified, however, they
were considered safe to handle. Id.
98.

See e.g., Adam Tanner, This Little-Known Firm Is GettingRich Off Your Medical

Data, FORTUNE (Feb. 9, 2016), http://fortune.com/2016/02/09/ims-health-privacy-medicaldata/ (using data routinely in pharmaceutical industry).
99. Id.
100. Homepage, IQVIA, https://www.iqvia.com/ (last visited May 22, 2018). For a
discussion of"detailing", see Sorrell v. IMS Health, 564 U.S. 552 (2011).
101. Sarah Steimer, PharmaceuticalSales Reps Use More DataAs In-PersonAccess to
Doctors Declines, AM. MED. ASS'N (Sept. 27, 2016),

https ://www.ama.org/publications/eNewsletters/MHlSNewsletter/Pages/pharmaceuticalsales-rep-use-data-visits-decline.aspx (decreasing accessibility of physicians for marketing
with pharmaceutical representatives).
102. New data marketing techniques bypass traditional gatekeepers such as doctors, and
directly target physician's assistants, nurse practitioners and others in medical professions
that can write scripts. Id.
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dropped these digital breadcrumbs, is highly lucrative to data brokers.0
These individually identifiable data, originating from all the sources that
produced them, from the metadata on smartphones, to social media profiles,
location data and IP addresses, to credit and debit card monthly statements,
to receipts and customer loyalty cards used at brick-and-mortar retailers,
often significantly overlap with those individual identifiers, as well as PHI.
The ability to digitally identify and track consumers through the data exhaust
produced is myriad. Even with attempts to go off the digital data grid,
consumers can still be identified, tracked and, eventually possibly
categorized as a potential criminal by Big Data.E] After the passage of the
HITECH Act in 2009, which incentivized the adoption and use of certified
D
electronic health record technology in meaningful and substantive ways,
most patients lack the very option to be left off the digital data grid.B
This beckons the important question; what counts as private health data in
light of massive data collection by commercial interests? In the hands of
commercial interests, all data can be used to make inferences about health,
data that in the context of a covered entity would be considered private. PHI
protected under HIPAA produced in a doctor's office can be the exact same
as health information that collected from our smart phones that is not
protected under HIPAA. The privacy of data is thus context dependent.0
Information that may be regulated for privacy in one setting is fair game in
another.E Previously, with paper-based healthcare and records systems,
these contexts were easier to control, to ensure that patient information
produced in a doctor's office would not (easily) be re-identifiable in other
non-medical contexts. But as data now swims in a vast digital ocean, these
contextual boundaries have virtually disappeared.
Much of the data contained within PHI also exists within the databases of
the three largest credit reporting agencies, and in turn, within credit risk
103.
See Natasha Singer, You for Sale: Mapping, and Sharing, the Consumer Genome,
N.Y. TINMs (June 16, 2012) https://www.nytimes.com/2012/06/17/technology/acxiom-thequiet-giant-of-consumer-database-marketing.htm (discussing getting consumers to volunteer
some level of personal data).
104. Janet Vertesi, My Experiment Opting Out of Big Data Made Me Look Like a
Criminal, TIME (May 1, 2014), http://time.com/83200/privacy-internet-big-data-opt-out/.
105.
HITECH Act § 13101 (providing for the voluntary adoption of electronic health
records by employing federal incentives).
106. Nir Menachemi & Taleah H. Collum, Benefits and drawbacks of electronic health
recordsystems, 4 RISK MGMT. & HEALTHCARE POLICY 47, 47-55 (2011).
107. Helen Nissenbaum, A ContextualApproach to Privacy Online, 140 DEDALUS, J.
AMACAD 32 (2011). See also Lauren Henry Scholz, Privacy as Quasi-Property,101 IOWA
L. REv. 113 (2016) (discussing that whether a privacy interest exists requires an evaluation
of the context and conduct between parties).
108. See, e.g., Paul Schwartz, Privacy and Preemption, 118 YALE L.J. 902 (2009)
(discussing the U.S. sectoral approach to privacy and advocating against a federal privacy
statute).
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scoring instruments. Since credit bureaus hold massive amounts of personal
identifying and non-financial data on most Americans, virtually all of the 18
identifiers that make PHI data identifiable and subject to oversight under
HIPAA can overlap with data held by credit reporting companies. The credit
bureaus are also used by government agencies to perform background and
credit checks. Since the implementation of the health insurance exchanges
under the Patient Protection and Affordable Care Act ("ACA"), Equifax, for
example, served as the financial verification vendor to the Department of
Health and Human Services ("HHS") for the health insurance exchanges.E
This means that each time a patient enrolls on the health exchange, Equifax
conducts a credit check and verifies income levels and other financial
information on the enrollee.0
With the passage of the HITECH Omnibus Rule, HHS intended to
strengthen the privacy and security rules for patient data by directly
regulating business associates,0 those entities who handles patients' PHI
by providing services to covered entities.E Essentially, HIPAA regulates a
subset of industries which use PHI rather than regulating all industries
together. But what does the Omnibus Rule mean for PHI data that exist within
the risk scoring instruments? As I have noted previously, much of the data
contained within the files of the credit bureaus are the 18 points of personal
data considered part of the PHI, and which must be de-identified before it can
be shared with those outside HIPAA compliance regulations.
The Equifax data breach in 2017 underlines, in no uncertain terms, the
precarious nature of a credit information company having custody access to
identifiable health information. In September 2017, Equifax revealed that
the private and identifiable data of more than 143 million customers, about
half of the U.S. population, was illegally accessed by hackers several months
prior to the public notification of the breach.E While not the largest in U.S.
109.
Dave Barkholz, Equifax breach exposes healthcare vendor vulnerabilities,
MODERN HEALTHCARE (2017),

http://www.moderlhealthcare.com/article/20170912/NEWS/170919966.

110.

Id.

111.
Omnibus Final Rule, supra note 4. A business associate can be any contractor or
subcontractor doing business with or on behalf of a covered entity, such as an EHR platform
vendor or an accounting firm, general counsel, etc. 45. C.F.R. 160.103 (2018) (defining a
business associate).
112.

See Omnibus Final Rule, supra note 4. For an explanation of the new oversight of

business associates under the Omnibus Rule, see HITECH Act, supra note 4 (holding
business associates and third parties held to Privacy Rule standards).
113.
Equifax Announces Cybersecurity IncidentInvolving Consumer Information,
EQUIFAX,INC (Sept. 7,2017), https://investor.equifax.com/news-and-events/news/2017/0907-2017-213000628; Gillian B. White, A CybersecurityBreach at Equifax Left Pretty Much
Everyone's FinancialData Vulnerable, THE ATLANTIC (Sept. 7, 2017)

https ://www.theatlantic.com/business/arcive/2017/09/equifax-cybersecuritybreach/539178/.
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history, the Equifax breach became a huge media spectacle, in part because
of the seriously egregious way that Equifax handled the fallout from the
breach. In a press release dated September 7, 2017, Robert Smith, the chief
executive officer of Equifax Inc. at the time, revealed that the company
detected back on July 29, 2016, that criminals exploited a vulnerability on
one of the company's U.S. websites and gained unauthorized access to
"certain files" contained within the consumer financial information
company's databases.E After a company investigation of the breach,
corporate officials determined that hackers gained access to the names, social
security numbers, addresses, birth dates, and in some cases, driver's licenses
details of more than 143 million customers in the U.S. alone.0 Much of that
information comprises the 18 data points that can be used to identify an
individual. Moreover, the credit card details of 209,000 consumers and
personally identifiable information of another 182,000 U.S. customers were
stolen by the alleged hackers.0 Because the financial data company
operates internationally, they also determined that some customers in the
United Kingdom and Canada had their records compromised.0
Any illegal access to personal data controlled by a third party, such as a
credit reporting agency, is obviously very concerning, and potentially can
have profoundly negative consequences for consumers. But as well, these
kinds of breaches erode the reputation and public trust in a corporation that
holds consumer data.0 The ramifications of unauthorized data access can
also have legal implications, especially if the breach was due to negligence
on the part of the company, and can have serious impacts on peoples' lives.0
In the case of the Equifax breach, what was particularly egregious about the
Equifax hack was the fact the company did not go public for more than a
month after it discovered that consumers' sensitive personal data had been
compromised.E But worse, the company officials had not discovered that
the breach occurred since at least mid-May 2017.0 And from March 2017,
Equifax's security technicians knew there was a vulnerability in the platform
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software the company uses to manage consumer data, yet had not acted to
correct the technical issue making their systems vulnerable.E Where other
data companies decentralized consumer data and dispersed information held
across several databases, so that if one database is hacked, the hackers would
only have partial information on any given individual, Equifax still held data
on consumers in one central database, making private data that more
vulnerable.0
Equifax's negligence to act more swiftly to protect consumer data eroded
the little public trust that consumers and creditors had in one the largest
financial data companies in the world. Along with the perceived corrupt
actions taken by top management when three top managers sold some of their
Equifax stock after the company discovered the unauthorized access, this
negligent behavior severely damaged the reputation of Equifax, and led to a
Department of Justice criminal probe against the company. 5 The Equifax
hack was considered the worst hack of private data in recent U.S. history, not
because it was the largest breach but because of the very sensitive nature of
the compromised information. [ '
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In the specific case of the Equifax breach, the compromised data also
correlates to private data of millions of patients, which can be correlated to
health data regulated under HIPAA's Privacy Rule. While much media
attention was given to how the highly sensitive financial and personal
identifying data of hundreds of millions of Americans were rendered
vulnerable by a single hack, the fact that these data could also put protected
health data at risk was lost to most. Many started to question how one
company can have so much power over consumer data without
accountability. What was less understood was how the exposure of these data
may have dire consequences for the healthcare sector, and the potential for
direct harm to patients.
CONCLUSION
The financial data industry owns and controls much of our private health
data, some of which may be are produced and secured by entities subject to
HIPAA regulations, and some which may have no HIPAA-applicability at
all. Once data are mobilized outside of that regulatory context, primarily
through de-identification, or if the data are collected in contexts outside of
healthcare, say from online or purchasing behavior, the data are not subject
to HIPAA and can be utilized for myriad purposes, often potentially to the
detriment of patients, instead of attempting to further their health and wellbeing. My concern throughout this Article is not limited to data breaches that
occur within covered entities, but rather, through a combination of
malfeasance and ill-intent, criminal negligence, or even just doing business
as usual, third parties who handle and process health and consumer data
inevitably expose personal data to risks. The three largest credit bureaus,
Experian, Equifax and TransUnion, all possess, repurpose, and sell patient
health and financial data to hospitals and health systems. The 2017 Equifax
breach example, which exposed approximately half of the U.S. population's
personal and financial information to possible risk of theft and misuse,
illustrates that since most of our data are held and owned by these powerful
financial data companies, and that this data are also health data, there are no
confidentiality and security restrictions outside of covered entities, regardless
of how covered entities handle protected health information subject to
HIPAA.
The case of credit bureaus owning health data underlines how patients are
subjects of data and subjects of debt. On the one hand, patients are subjects
of data, and healthcare practitioners are charged with ensuring confidentiality
and security of this data. For healthcare practitioners, compliance is often a
seemingly impossible task, with substantial penalties when something goes
awry. By contrast, as subjects of data, the credit bureaus probe, prod, dissect,
and combine health data surreptitiously collected from us, sometimes with
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our consent (but most often not) through our day-to-day interactions with
health care or through living our lives, and combine it with data about our
debt that are similarly probed and dissected. In the absence of regulatory
oversight, the surreptitious collection and combination of all these data
crumbs and data exhaust is seemingly required by the credit bureaus (and
soon healthcare practitioners) in order for us to remain "visible" and
"legitimate" citizens within this intertwined regime of debt and medicine.
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