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Feature: Internet Abuse

THE PRICE OF TECHNOLOGY:
CURBING EMPLOYEE INTERNET ABUSE

By Michael J. Malone*

am the chief counsel for a Department of De-
fense agency that provides logistics services to the
military. For over five years, we have actively
embraced electronic commerce and aggressively con-
verted our systems to web-based applications. The
increases in our efficiency have enabled us to drasti-
cally reduce our workforce and to provide improved
services faster and cheaper. Our workforce has been
transformed from ““box kickers” to “knowledge work-
ers,” operating under the slogan--“Moving informa-
tion not materiel.”

In O’Connor v. Ortega, the Supreme
Court held that “public employer intru-
sions on the constitutionally protected
privacy interests of government employ-
ees for non-investigatory, work-related
purposes, as well as for investigations
of work-related misconduct, should be
Jjudged by the standard of reasonable-

ness under all circumstances.”

For a time, it appeared that there would be no down
side to the advantages gained from the agency’s use
of electronic mail systems and the Internet. A call from
our information security office early in our transition
served notice that there would be some novel legal
issues associated with placing this new technology in
the hands of our workforce. The caller alerted me
that an employee had been accused of harassing fel-
low employees with bizarre and threatening emails. It
was also suspected that he was devoting substantial
duty time to “surfing the web.” Information security
wanted to know if the hard drive in the employee’s
computer could be reviewed and whether disciplinary
action could be taken against the employee if the re-
view disclosed misconduct. Naturally, our legal ad-
vice to management required consideration of a wide

range of legal issues. This article will touch on a few
of them.

It is not surprising that our agency and many other
employers have encountered legal questions related
to employee misuse of electronic communications.
CNNMoney cited a research firm’s report that “30 to
40 percent of Internet use in the workplace is not re-
lated to business. News, sports and financial sites are
atthe top of the list.””!  Some level of non-productive
use of email and the Intemnet is expected and tolerated
by many employers. Occasionally, the misuse be-
comes a disciplinary problem and the employer must
decide to take remedial action.

A threshold question for any employer, public or
private, is whether employees have a reasonable ex-
pectation of privacy in emails and other materials trans-
mitted or stored on computer systems owned by their
employers. Acommon law cause of action in tort for
invasion of privacy would arise if it could be shown
that by accessing the employee’s email, the employer
“intentionally intrudes, physically or otherwise, upon
the solitude or seclusion of another in his private af-
fairs or concerns” and if the intrusion is “‘highly offen-
sive to a reasonable person.”

Recognizing the importance of facts in particular
cases, courts have generally been reluctant to con-
clude that employees have a reasonable expectation
of privacy in email initiated or received over the
employer’s email systems and have found such acts
not to be torts.?

As a government entity, our agency faced an addi-
tional legal concern--reviewing the employee’s email
or seizing the computer hard drive might violate the
Fourth Amendment of the United States Constitution.
In a leading case, O’ Connor v. Ortega, after con-
cluding that Ortega had a reasonable, though dimin-
ished expectation of privacy in his office, the Supreme
Court held that “public employer intrusions on the con-
stitutionally protected privacy interests of government
employees for non-investigatory, work-related pur-
poses, as well as for investigations of work-related
misconduct, should be judged by the standard of rea-
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sonableness under all circumstances.” Under the
standard, the search would have to be justified from
its inception (i.e. when there were reasonable grounds
to suspect that the search would turn up evidence of
work-related misconduct). Also, it would have to rea-
sonably relate in scope to the objectives of the search
and not be excessively intrusive in light of the purpose
of the search. Searches not satisfying the reasonable-
ness standard violate the Fourth Amendment.

The Ortega case, however, did not involve a com-
puter search. Arecent case, Leventhal v. Knapek,
applies the reasonableness test to a computer search.’
In that case, Leventhal, an accountant employed by
the state of New York, challenged his demotion for
conducting a private tax consultation business during
work hours. He contended that searches of the per-
sonal computer in his office violated the Fourth
Amendment. The Court found that the search was
reasonable in its inception and appropriate in scope.
An anonymous tip indicated that Leventhal was pre-
paring tax returns for private clients on the state-owned
personal computer. Investigators printed out a list of
non-standard software on the computer and exam-
ined the computer to identify various tax preparation
programs.

Both public and private employers who
access an employee’s email or
computer files may face allegations
that they have violated the Electronic
Communications Privacy Act (ECPA),

or the Stored Communications Act.

In contrast to that view, however, is the case of
U.S.v.Simons.® Inthat case, given the agency policy
defining prohibited Internet use and warning of net-
work audits, the Court found that the employee did
not have a reasonable expectation of privacy in files
downloaded from the Internet and concluded a war-
rantless search of his office computer that located por-
nographic pictures did not violate the Fourth Amend-
ment.

The difficulty in predicting how the
ECPA and the Stored Communications
Act will be applied to employee
communications and emails can be
avoided by notifying each employee that
management will periodically review
such communications without notice
and by obtaining the employee’s written

consent to these reviews.

Both public and private employers who access an
employee’s email or computer files may face allega-
tions that they have violated the Electronic Communi-
cations Privacy Act (ECPA)’, or the Stored Commu-
nications Act.®* The former was designed to extend
federal restrictions on wiretapping to the interception
of electronic communications, including email. The lat-
ter was designed to protect such communications from
unauthorized “access’ while they are in electronic stor-
age. “Electronic storage” is defined in the Stored Com-
munications Act as either “temporary, intermediate
storage...incidental to the electronic transmission or
storage for purposes of backup protection of the com-
munication.””

The difficulty in predicting how the ECPA and the
Stored Communications Act will be applied to em-
ployee communications and emails can be avoided by
notifying each employee that management will periodi-
cally review such communications without notice and
by obtaining the employee’s written consent to these
reviews. The respective statutory provisions, 18
U.S.C. § 2511(d) and 18 U.S.C. § 2702(b)(3), ex-
pressly provide that their prohibitions do not apply
where one party to acommunication has consented to
its interception or disclosure. Many states have en-
acted laws similar to the ECPA in an effort to protect
the privacy rights of employees and to regulate the
monitoring and disclosure of electronic communica-
tions.
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The policies developed to regulate employees’ use of the
Internet and of email should be realistic.

To minimize productivity losses due to casual use
of email and Internet in the workplace and to guard
against other legal problems, all employers should de-
velop a comprehensive, written policy governing the
use of its computers, electronic communications, the
Internet and electronic records. The policy should
clearly and unequivocally state that the employer will
monitor all systems and may review any electronic
communications or electronic records prepared or re-
ceived by employees. All employees should receive a
written copy of the policy. They should also be re-
quired to sign a written acknowledgement that they
have received and understand the policy and consent
to monitoring of all records and communications by
the employer. It is also advisable to have a log-on
screen greeting, which gives notice to employees that
they are using the employer’s system. The screen
greeting can also indicate that by clicking on “OK,”
employees consent to the conditions imposed by the
employer.

The policies developed to regulate employee’s use
of the Internet and of email should be realistic. If an
employer is willing to tolerate employees using the
Internet during lunch hour to read the news or to send
an email to a friend, the policy should not prohibit all
personal use. A reasonable policy that is evenly ad-
ministered is unlikely to be subject to an attack that
the employer has watved the policy by routinely ig-
noring violations. A hostof other issues, including privi-
leged information, intellectual property rights and con-
fidentiality, to name a few, should also be covered.
Taking these kinds of affirmative steps will decrease
the magnitude of time lost because of Internet misuse
and will reduce potential liability when the employer
finds it necessary to enforce its workplace policies.
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