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FEATURE
ARTICLE

New Challenges for Consumers and
Businesses in the Cyber-Frontier:
E-Contracts, E-Torts, and E-Dispute
Resolution

John W. Cooley'

Introduction

The purpose of this article is to describe the types
of e-contract and e-tort disputes that online buyers and
sellers of products and services should expect to encoun-
ter in e-commerce.2 The article additionally addresses
important considerations in choosing between traditional
litigation and methods of alternative dispute resolution
to resolve e-disputes.3

I. The E-Revolution and Its Implication for
E-Dispute Resolution

The Industrial Revolution transformed the world
from agrarian-based societies to modern industrialized
nations. The Electronic Revolution, or "E-Revolution,"
may have an even greater impact on the world than the
Industrial Revolution.4 It most definitely will have a
faster impact. Consider how long it took for these tech-
nologies to be used by 50 million people:

Radio - 38 years
Television - 13 years
Cable television - 10 years
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The potential of the Internet for commerce began
to be realized about five to six years ago It is estimated
that in those first five years over 200 million commercial
users have connected to the Internet in more than 100
countries worldwide.6 Today, there are approximately 15
million sites worldwide.7 The U.S. Commerce Depart-
ment estimates that by 2005, there will be more than one
billion commercial users worldwide. By that same year, it
is estimated that e-commerce will generate $3.2 trillion in
revenue." The growth of Internet use is unparalleled by
usage of any other communication or commercial inno-
vation in history.

This enormous quantity of commercial transac-
tions is bound to generate millions of disputes and much
new thinking about how to resolve them efficiently and
effectively. Some traditional legal concepts and old ways
of doing things may have to be discarded in favor of
more cyber-apropos methods. The newer and faster ways
to conduct commerce via the Internet will also present a
wide variety of risks and exposures for companies and
consumers alike. Traditional insurance policies may not
adequately address these new types of exposures. Law-
yers and their clients need to focus on some of the new
legal issues that may arise in e-contract and e-tort and
insurance coverage disputes. They may also need to
consider new ways of resolving these disputes in order to
best satisfy the economic and business interests of their
clients.

II. E-Contracts

From basic contract law, standard contracts are
formed when an offer is made and accepted and some
form of consideration is exchanged. Consideration is a
benefit - some satisfaction of an interest - which a party
receives which reasonably and fairly induces the party to
make the contract. Problems in formation can render
contracts void, voidable, or unenforceable. In addition to
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the terms of the contracts themselves, statutory and
common law principles guide the interpretation of con-
tracts. Also assisting in interpretation of commercial
contracts is the Restatement of Contracts, published by
the American Law Institute and the Uniform Commercial
Code ("UCC"), a body of statutory law that has been
adopted by nearly every state.9 Article 2 of the UCC
speaks to principles governing the sale of goods and is
helpful when addressing the electronic sales of tangible
goods. It provides little guidance, however, for the sale of
services and other intangibles exchanged over the
Internet.

Several legal issues may arise in e-contracts that
are not fully addressed by traditional notions of contract
law.'0 For example, in traditional contract law, the mail-
box rule provides that an offer is accepted at the time of
mailing an acceptance." It is not known whether or how
this applies to e-contracts. What if a seller places a gen-
eral offer to sell and several intended respondents accept
by email? Assume that the e-mail of the first to respond is
diverted through no fault of that e-mailer and arrives to
the offeror last. Who is entitled to buy, the first to send
the e-mail or the e-mailer whose e-mail is received first
by the seller? The rule relating to faxes is that acceptance
occurs when the fax is received, not when it is sent.12

Should the fax rule apply?13

How do you verify the authenticity of an elec-
tronic signature?14 How can you prove that an electronic
signature has been forged? 5

How do you prove or disprove the integrity of a
document? How do you prove that electronic document
was unilaterally modified after it has been formally
executed? What steps does a company take to ensure that
its electronic documents are securely stored?

Are clickwrap agreements (I accept; I agree) le-
gal? 6 To what extent are they enforceable - especially
since no signature is required, and since no paper record
is produced?17 What if the terms and conditions of the
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clickwrap agreement are not on the web site and do not
have to be viewed in order to assent?

The Uniform Computer Information Technology
Act ("UCITA") 18 addresses some of these issues, but does
not definitively resolve them.' 9 That task will be left to the
courts. The Act attempts to distinguish manifesting
assent from an authentication - which is a good start.20

But anonymity of web users is a problem that does not
seem to be completely resolved by the Act. One means of
manifesting assent under the UCITA is by electronic
agent.2' Under the Act, an electronic agent manifests
assent to a record or term if, after having an opportunity
to review it, the electronic agent "engages in operations
that in the circumstances indicate acceptance." 22 Lawyers
will predictably have a field day with this principle.

Typically, an electronic agent ("EA") can create a
contract without human involvement. An EA is a soft-
ware program that can be programmed to automatically
reorder supplies or renew contracts at set intervals. It can
also be instructed to do mundane tasks like mining the
web to find the cheapest office supplies and ordering
them. An EA or similar electronic device can automati-
cally accept the offer of a contract as long as certain
conditions are met.

An EA can create problems with respect to
clickwrap agreements. It can be programmed to place a
standard offer containing standard contract language.
However, it cannot analyze a clickwrap agreement to
determine whether it implies the same set of conditions.
The use of an EA raises many contract law issues for
courts:

Can an EA legally be a party to a contract?
Is an EA a legal agent of the party?

* Can the programmer be a party to a contract
or a party to litigation about the contract?

* If an EA accepts the terms and conditions of
a cickwrap agreement, is a contract created?
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Apparently, under UCITA, an EA and a human
can enter a valid contract.23 However, if the human adds
terms to the contract and has reason to know that the EA
would not comprehend the changes, the contract is
deemed formed without the additional terms.24 Unreli-
able contracts place greater risk of loss on any contracting
party and impede full use of the Internet. Consumers and
businesses (as sellers and buyers) can feel more comfort-
able with forming online contracts if they stay abreast of
evolving legislation, obtain good legal advice, and keep
current on technology that enhances the effectiveness of
online contracting.

III. E-Tort and Insurance Coverage Disputes

An area of concern for many e-commerce busi-
nesses is that standard commercial general liability
("CGL") policies are unlikely to cover most cybertorts.
This should be a concern of consumers as well as online
businesses. Examples of typical cybertorts include: a
hacker invading a business's website and obtaining
consumers' personal information for other uses; a busi-
ness libeling another business by information posted on
its website; consumers contracting a data-destroying
computer virus when they attempt to link from one
business site to another.2 The lesson here for online
businesses and their lawyers is to read CGL insurance
policies carefully and contact the insurance company or
insurance agent, as appropriate, to clarify coverage and
negotiate new policies if necessary.

Insurance companies normally issue CGL policies
to cover unexpected and unintended occurrences or
claims, arising out of property damage, personal injury
or advertising injury.26 From the policyholder's point of
view, although they may have specialist policies to cover
specific risks, policyholders need CGL policies to cover
potential liability to third parties (such as consumers).
Traditional CGL claims include those alleging liability for
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premise damages or for alleged negligence of a policy-
holder in manufacturing a product that causes injury to a
third party. In the Internet environment, policyholders
may find themselves subject to third party suits for a
variety of alleged injuries, which may or may not be
covered under their existing policies.

CGL policies are either occurrence or claims
made.27 Internet businesses need to determine which type
of policy best suits their needs for the broadest coverage
within their insurance budgets. Occurrence policies
provide coverage for any injury which occurs during the
policy period. The date of the actual injury or damage
triggers coverage. With a claims-made policy, on the
other hand, the date on which the policy holder or in-
surer receives the claim triggers the coverage question
and - this is important - and the claim will be deemed
coverable only if it is received within the policy period.
Internet businesses who opt for an occurrence policy may
have some concern that a substantial injury occurring to
a third party before a policy is purchased will not be
deemed covered. This could be a serious concern in light
of the short life span of some e-commerce and technology
companies operating in the e-commerce industry.

The definition of "occurrence" in a CGL policy
should be carefully examined. Many CGL policies treat
multiple exposures as a single occurrence where the
exposure or injury results from the same "harmful
conditions." 28 In the Internet context, this could mean that
a single error on a web page, in a database, or in a com-
puter chip could be treated as a single occurrence, even
where multiple injuries to a variety of claimants results.
This might allow an argument for an Internet business
that would want to bring consumers' delayed claims
within the coverage of a policy. Or, in order to limit its
exposure, an insurance company may contend that all
claims are part of a single early occurrence where cover-
age is limited and insufficient.

Definitions of "property damage" in CGL policies
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usually include the term "tangible property."29 Courts
have generally held that while microchips, diskettes and
other component parts are tangible, the information
stored on them is not.3°

Online businesses and their lawyers should also
carefully review policy exclusions. Contractual liability
exclusions are common in standard commercial general
liability policies. Most such provisions exclude coverage
for liability assumed by policyholders via contract.31

Thus, if companies have links between websites to pro-
vide joint services or products, and one of them contrac-
tually assumes all tort liability for the joint venture, it is
quite likely that the policyholder company would not be
covered for any tort liability of its partner.

Most of the litigation arising out of e-commerce to
date has concerned copyright infringement, licensing of
software, and the dissemination of private information in
cyberspace. While these types of torts are apparently
covered under the definition of "advertising injury" - a
typical covered risk in CGL policies - lawyers represent-
ing e-commerce companies should know that certain
standard CGL exclusions may prevent coverage. One
particular exclusion to watch for is one that reads to the
effect: "This insurance does not apply to an offense
committed by an insured whose business is advertising,
broadcasting, publishing, or telecasting." 32 Theoretically,
any policyholder disseminating information about its
products and services by means of its own website is
arguably in the business of publishing and therefore
might not be covered for torts arising from the use of its
website.

Notice requirements are also important items for
lawyers to examine in their clients' CGL policies. Many
CGL policies require policyholders to report or give
notice of losses "as soon as practicable." 33 This language
is vague and gives wide latitude to both insurers and
policyholders to argue for and against the timeliness of
notice. Some courts have found notice untimely where
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there has been a delay of only a few days.34 In e-com-
merce, events move quickly so that if injury is not de-
tected timely and reporting is not timely done, conse-
quential damages may occur. If a policyholder negli-
gently delays reporting a loss or an occurrence injurious
to a third party, and further injury occurs, a court may
find that the policyholder company itself, not the insurer,
is liable or that the insurer is liable for only part of the
loss.

Finally, lawyers should be aware that some re-
cently issued CGL policies actually contain a specific
exclusion for liability arising out of electronic communi-
cation such as e-mail and the Internet, as well as network
transmissions.

IV. Utility of Traditional Litigation for
E-disputes

For several reasons, consumers and online busi-
nesses should carefully examine the appropriateness of
using traditional court litigation to resolve e-commerce
disputes. Reasons to take special care in regard to tradi-
tional court litigation involve considerations of
jurisdiction, 5 forum,

3 6 discovery,37 and experts.38

A. Jurisdiction

The prospect of millions of commercial transac-
tions and related disputes occurring daily across state
lines and national boundaries raises the specter of diffi-
cult issues as to the appropriate jurisdiction to file or
defend against a claim. Determining which court - local,
state, or federal, or indeed which judicial system in
which country - a complaint should be filed will, in
many cases, consume much attorney time and expense.39

After determining the judicial system, then other com-
plex legal questions might come into play. For example,
whose laws should apply (the jurisdiction of the buyer or
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the seller)?4° The answer to this question may be particu-
larly problematic where the substantive contract or tort
laws of one or more foreign countries may be involved
and conflict with each other and/or with those of the
United States.41 If the dispute occurs transnationally,
language differences might exist that would require the
hiring of a local attorney to proceed in court, thereby
increasing the costs of litigation.

B. Forum

If legal research determines that any one of several
forums are appropriate within a particular jurisdiction,
then one must decide which forum would be the optimal
one in which to litigate.42 This decision may turn on
which forum has law that most favors your legal position
at the time of prosecuting or defending against an e-
contract or e-tort claim. While legal precedent in e-com-
merce is in its early states of development, the choice of
forum may be easily reached. It may become much more
difficult, however, when more precedent is available in
cases having different shades of facts. Appellate court
decisions involving e-commerce cases might be unpre-
dictable. There may also be a significant issue as to
whether a judge alone or a jury would be more advanta-
geous to hear and decide the case. Traditional reasoning
in making choices between a jury or judge - indeed
between filing in state or federal courts - may not be
helpful in e-commerce disputes. It might be more advan-
tageous to opt for a state court jury in a jurisdiction
where the jury pool is young and the jurors are computer
savvy - instead of filing in federal court traditionally
considered to be a better forum. In federal court, there
may be a higer risk of having a judge with no computer
knowledge or an older jury pool where the potential is
for resistance or outright hostility to Internet use. On the
other hand, federal courts are normally more efficient in
their operation 3For example, Judge Penfield Jackson
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was able to bring the Mvicrosoft case to trial in less than a
year after the government's complaint was filed. Defen-
dants wanting to delay a decision in an e-commerce case
may want to choose the slower or slowest case-process-
ing forum.

C. Discovery

Discovery can be a minefield for consumers and
online businesses. E-mails and databases, even when
created in ongoing litigation, are often discoverable.' E-
mails serve as a discoverable record of conversations and
are normally subject to discovery 5 The Rules of the
Illinois Supreme Court, for example, define the word
"document" to include "all retrievable information in
computer storage. " 46 Merely passing documents through
a lawyer is usually insufficient protection from disclosure
for e-commerce documents. The attorney-client privilege
will normally not attach in such situation. Also, if the
client seeks and receives business rather than legal ad-
vice, related communications, or parts of them, may not
be protected by the attorney client privilege.47 Depending
on the circumstances of the lawsuit, a defendant business
in an e-commerce dispute might be ordered to disclose
confidential business information under court seal.
Attorney work product immunity applies to documents
prepared by the lawyer in anticipation of
litigation.4 However, where a party has proved that there
are no other sources for the documents sought, courts
have sometimes ordered the attorney's work product
produced.49 This might include instructions or codes
describing how electronic information should be stored
or protected from disclosure. E-mail and other electronic
evidence might also create a troublesome "paper trail"
for any witness.
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D. Experts

In a large percentage of e-commerce cases, the
parties will have to hire computer or software experts to
prove their cases. Guidelines recently established by the
U.S. Supreme Court might pose a substantial hurdle for
parties in selecting an appropriate expert witness for an
e-commerce case. In Daubert v. Merrell Dow Pharmaceuti-
cals, the Supreme Court held that whether expert testi-
mony would be relevant and reliable would be guided by
an evaluation of four factors: (1) testing; (2) peer review;
(3) error rates; and (4) "acceptability" in the relevant
scientific community.' In Kumho Tire Co v. Carmichael, the
Supreme Court held that the Daubert "gatekeeping"
exercise should be applied to all expert testimony.51 If an
expert is selected in an e-commerce case, care must be
taken to assure that the expert's opinion will be based
upon repeatable testing, that any technological testimony
is peer reviewed, and that the expert's testimony is ac-
cepted in the particular technology community of which
the expert is a member.52 Daubert may increase the time
and expense of hiring an expert in an e-commerce case.

V. Utility of Alternative Dispute Resolution for
E-commerce Disputes

There are many ways to resolve disputes besides
resorting to the traditional court system. The most popu-
larly recognized alternative dispute resolution ("ADR")
processes are mediation and arbitration, but there are
many others.53 Mediation is a process in which a disinter-
ested third party (or "neutral") assists the disputants in
reaching a voluntary settlement of their differences
through an agreement that defines their future behavior.M
The essential ingredients of classical mediation are: (1) its
voluntariness - a party can reject the process or its out-
comes without repercussions; and (2) the mediator's
neutrality, or total lack of interest in the outcome .55 There
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are two principal models or styles of mediation: facilita-
tive and evaluative.56 In a facilitative mediation, the
mediator facilitates communication between the parties
and in a non-directive way helps them reach a mutually
satisfactory solution.57 In an evaluative mediation, in
contrast to a facilitative one, the mediator plays an active
role in helping the parties to reality test, to accurately
assess the strengths and weaknesses of their respective
cases, and to predict what a likely result of an adjudica-
tion of the matter might be. 8 Often, the parties request
the evaluative mediator to provide them with an opinion
of the fair settlement value of the case or with a recom-
mended solution.59

Arbitration, on the other hand, is a process in
which one or more neutrals render a decision after hear-
ing arguments and reviewing evidence.6° In arbitration,
the parties to a dispute relinquish their decision-making
right to the neutral party, or arbitrator, who renders a
decision for them.61 By pre-agreement, the neutral's
decision is either binding or non-binding.62 If binding, the
neutral's decision is final, and the winning party may
enforce it against the losing party.63 If non-binding, the
neutral's decision is advisory in aid of settlement. 64

Attorneys and their clients now have the ability,
working with their opposing parties and counsel to
design the appropriate ADR process best suited to the
needs of the parties and to the nature of the dispute.65

Because of the particular needs of the e-commerce envi-
ronment to resolve disputes swiftly and because of the
general ineffectiveness of court systems to provide effi-
cient and economic justice, ADR is normally the best
choice to resolve any type of e-commerce dispute. A basic
advantage of the use of ADR processes is that most of
them can be used online.66 This has great significance in
the area of interstate and international e-dispute resolu-
tion.

At this writing, there are approximately 15 compa-
nies that provide online dispute resolution services
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through websites. 67 Some of these dispute resolution
providers require parties to submit electronic settlement
offers to a neutral website that uses software to compare
the amounts of the confidential bids submitted by them.
If the bids are within a certain range, the software will
resolve the matter by splitting the difference. If the bids
are far apart, the software keeps the offers secret and
negotiations can continue in the future.6 At least one
company assembles mock juries online to provide law-
yers feedback as to the merits of their cases.69 At least
three online companies provide services to resolve
cyberspace domain name disputes.

Some of the basic alternative processes for resolv-
ing disputes are discussed below.

Co-Mediation. An ADR hybrid that has gained
widened use over the past few years is co-mediation.70

Simply defined, co-mediation is a process in which more
than one person serves as a mediator.71 It involves the
concepts of team mediation and interdisciplinary prob-
lem solving, and it can be tailored to the needs of a par-
ticular dispute.72 Depending on the ethnic, cultural,
gender, or age characteristics of the disputants, two or
more mediators having characteristics matching those of
the adverse parties may be able to facilitate rapport-
building and communication more easily than a single
mediator with whom the disputants have difficulty
identifying.73 Multiple mediators are commonly used in
complex disputes where there are multiple parties, some-
times on each side of the case, and an intricate configura-
tion of claims, cross-claims, and counter-claims. 74

High-Low Arbitration. A form of arbitration that
is becoming widely used in many types of commercial
disputes is high-low arbitration, also called bracketed
arbitration.7 It is commonly used where liability is not an
issue, though that condition is not a prerequisite. 76 In this
process, the parties negotiate to impasse, and then pro-
ceed to arbitration.' Plaintiff's last settlement demand
and defendant's last offer establish a bracket defining the
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limits of the arbitrator's award in the case. 78 The arbitra-
tor conducts the arbitration without knowledge of the
endpoints of the bracket.79 The parties are free to make
any evidence based arguments they wish regarding
damages, and assuming that the arbitrator determines
the defendant to be liable, he or she makes a decision on
damages as if it were ordinary arbitration.80 When the
arbitrator renders an award, neither party will be liable
for a figure outside the agreed-to bracket.81 For example,
assume that in a particular case, the plaintiff last demand
was $100,000, and the defendant's last offer was $50,000.
The parties then proceed to an arbitration hearing at
which the plaintiff argues entitlement to damages in the
amount of $150,000, and the defendant argues that the
plaintiff is entitled, at most, to $20,000. If the arbitrator
renders an award of $125,000, the defendant will pay no
more than $100,000. If the arbitrator renders an award of
$35,000, the plaintiff will receive $50,000. If the arbitrator
renders an award of $75,000, the plaintiff will receive
$75,000 because that figure falls within the pre-agreed
bracket.

There are several advantages to high-low arbitra-
tion. First, it reduces the risk of allowing a third party to
decide your fate.82 Going into the arbitration, both parties
know the lower and upper limits on the award. Secondly,
it encourages vigorous bargaining, the plaintiff wanting
to establish the highest minimum award possible, and
the defendant seeking to fix the lowest maximum award
possible A3 This situation usually forces the parties to find
a reasonable settlement range and, at the same time, a
reasonably narrow bracket.

Baseball Arbitration. Baseball arbitration is a type
of "last best offer" arbitration in which the disputing
parties agree in writing to negotiate to only one position-
their last and best offer-and then submit the dispute to
arbitration. In baseball arbitration, the arbitrator must
choose the last best offer of one of the parties and may
not find a different result in any circumstance.85This type
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of last best offer arbitration had its origin in player salary
negotiation in major league baseball, but now is an ADR
method adaptable to practically any type of dispute
involving a monetary solution.86 A quick decision is a
valuable feature of the classic version of baseball
arbitration.87 The arbitrator must pick one figure or the
other and is encouraged to render his or her decision
within twenty-four hours.8 The decision is binding, and
there can be no compromise.8 9 Also, the arbitrator may
give no explanation for the decision.90 The risk of having
to resort to the process often convinces parties to resolve
their monetary differences.91

Mini-trials. When two or more businesses are
engaged in an e-dispute, the mini-trial might prove to be
a helpful resolution tool.92 The mini-trial, as apparent
from its name, is an abbreviated trial or hearing.93 This
method of dispute resolution is a relatively new ap-
proach.94 It has two major advantages. First, mini-trials
require much of the discovery process to be curtailed. 95

Second, mini-trials involve high-level businesspersons in
the dispute resolution process early.96 Because the discov-
ery is limited, and because the hearing itself is, in fact, a
miniature hearing, this method of dispute resolution can
be dramatically less expensive than traditional litigation.
However, compared to other methods of dispute resolu-
tion, the mini-trial is relatively more expensive.97 The
mini-trial method is best suited to large disputes and
complex litigation.98 Cases involving breaches of complex
contracts, particularly if there are complex technical
issues; patents cases; antitrust cases; major commercial
cases; and products liability cases may be most appropri-
ate for mini-trial resolution.99 This is because the panel
asked to decide the case will include the business experts
in the field - a high-level management executive of each
party.1

°°

Knowing which ADR process to use in light of the
nature of the dispute and people involved is the skill that
every lawyer will have to develop in order to effectively
assist clients in resolving e-disputes.101
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VI. Conclusion

As we proceed into the twenty-first century with
the availability of instantaneous communication and the
prospect of ever-expanding, international consumerism,
the world's need for practical and efficient dispute reso-
lution methods will increase exponentially. Litigation will
continue to have its place, particularly in disputes in
which binding precedent is necessary to define the law;
but increasingly, alternative methods will play a signifi-
cant role in resolving consumer and commercial disputes.
The utility and effectiveness of these alternative dispute
resolution methods will only be limited by the innova-
tion of the consumers, the business people, and the
lawyers who use them.
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tangible medium is governed by the law of the jurisdiction
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the jurisdiction having the most significant relationship to
the transaction.

U.C.I.T.A. §1.09(b).
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543 (2000).
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54. JOHN W. COOLEY, MEDIATION ADVOCACY 2 (1996) [hereinafter MEDIA-
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55. MEDIATION ADVOCACY, supra note 54, at 2.

56. Id. at 18-20.

57. Id. at 18. See also GOLDBERG, supra note 53, at 124.
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70. MEDIATION ADVOCACY, supra note 54, at 164.

Loyola Consumer Law Review126 Volume 13, Number 2 2001



71. Id.

72. Id.

73. Id.
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